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Abstract: In recent years, potentially disruptive identity-related topics emerged,
such as digital twin technology for product lifecycle management or self-sovereign
identity (SSI) for sovereign data control. In this study, we identify research streams
and emerging trends in academic research on digital identity through a bibliometric
analysis of 1,395 peer-reviewed articles and their 44,412 references. We derive
seven distinct research streams and their interrelations by means of co-citation
analysis. We name the seven research streams: i) Digital twin technology for smart
manufacturing and industrial health monitoring, ii) identity-based signcryption
schemes, iii) distributed networks and user privacy, iv) user authentication in
wireless sensor networks, v) attribute-based encryption schemes, vi) secure data
exchange in the Internet of Things and vii) blockchain and smart contracts for secure
data management. Each stream’s high-impact publications and its development over
time are reviewed and the interrelation between publications and streams are
visualized. In addition, we extract directions for future research from the field’s
most influential publications. The results offer a comprehensive and systematic
overview of publications and discourses in digital identity research.

Keywords: Digital Twin; Internet of Things; Industry 4.0; Blockchain; Smart
Manufacturing; Identity Management

1 Introduction

Digital identity has high relevance for individuals, organizations, governments and objects, as
identification represents a necessary basis for transactions. In the past, contracts, trade and
agreements were almost exclusively handled in person (face-to-face). Today, a large proportion
of transactions is handled digitally. Depending on the case, this requires a form of digital
identification or authentication, i.e. the digital identity, which enables counterparties to clearly
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identify persons, devices or objects in the virtual world. Since transactions on the Internet of
Things increasingly take place directly between objects and devices (Atzori et al., 2010; S. Li
et al., 2018; Sisinni et al., 2018; Wollschlaeger et al., 2017), secure methods of digital
identification become even more important.

In his influential blog post “The Laws of Identity”, Cameron (2005) defines a digital identity
as “a set of claims made by one digital subject about itself or another digital subject.” He points
out that the internet lacks the “essential capability” of an identity layer, which has resulted in
numerous workarounds. Allen (2016) distinguishes four evolutionary steps of online identity
or identity management:

1. Centralized identities, where control is administered by a central authority. Examples are
organizations like IANA (IP addresses), ICANN (domain names) or certificate authorities
(CAs). Centralized identities come with issues like dependencies, lock-in effects and
single points of failure.

2. Federated identities, where users can use the same identity for multiple sites and
applications. The same information is stored across multiple identity management
systems and users can use single sign-on (SSO) across multiple systems or organizations.
Common examples for federated identities are the login facilities of Google, Facebook,
Twitter and LinkedIn.

3. User-centric identities, where identities are administered individually or across multiple
authorities without the need for federation. Users must consent to the disclosure or
modification of their data. In the Internet of Things, this form of online identification
management is broadened to also include “thing-centric identities” (Pal et al., 2019).

4. Self-sovereign identities (SSI), where users have full autonomy over their identities. They
decide if, when and how they want to disclose or modify their data. As a secure SSI
requires a decentralized infrastructure, blockchain technology can provide an essential
basis for SSI implementation (Ferdous et al., 2019; van Bokkem et al., 2019).

Research on digital identity has become increasingly popular in recent years. Advances in
technology and an increasing desire to keep the power of centralized identity providers in check
have sparked discussion and innovation among academics and practitioners. To our
knowledge, no systematic bibliometric study of digital identity research exists. Studies have
reviewed identities in general (Blue et al., 2018), non-technical assumptions in digital identity
architectures (Bazarhanova and Smolander, 2020), blockchain-based identity management
systems (Liu et al., 2020) and SSI in the healthcare sector (Houtan et al., 2020). But no study
so far has systematically and comprehensively analysed the existing research on digital.
Accordingly, we aim to work on this very. New and emerging technological developments
such as SSI, blockchain, Internet of Things, digital twin or smart contracts are explicitly part
of the examination.

Our overview of the current research environment intends to offer a starting point for
researchers entering the field of digital identity and a comprehensive reference for already
active researchers. As part of our work, we systematically extract 1395 articles on the topic of
digital identity. This data are descriptively analyzed to identify metrics such as the number of
publications over time, the most relevant publishing sources and most-cited articles. In
addition, the most frequently used keywords are clustered based on their co-occurrence. Next,



we identify the intellectual discourses in the field based on co-citations and review the most
relevant publications of each discourse. In addition, we determine how these discourses are
related. This is particularly relevant as digital identity as a concept is still evolving and has
proven to be highly interdisciplinary, connecting technology, economics and the law. Finally,
we present a systematic overview of future research topics which are described in high-impact
publications.

The results allow for a better and up-to-date understanding of the ever-changing construct of
digital identity. They provide a basis for familiarizing oneself more easily with the subject,
understanding trends, streams and interrelationships, and being able to place one's own (future)
scientific projects in the overall scope of digital identity research.

The remainder of the paper is structured as follows. Section 2 describes methods and data.
Section 3 presents the scope of digital identity research. First, Section 3.1 provides an overview
of current publishing trends, followed by an overview of identified research streams in Section
3.2. Each research stream is summarized and reviewed in a subsection before the interrelations
of research streams are shown in Section 3.3. Section 4 concludes by discussing and
summarizing the results and outlining implications.

2 Methods and data

2.1 Search terms and literature data

Our study follows a bibliometric, empirical approach. We collect data from the Web of Science
database in April 2020 using the search terms and methodology shown in Table 1. We use two
sets of search terms to assess titles and abstracts of articles. The first comprises general terms
and concepts such as “digital identity” and “user identity.” The second combines “identity”
with emerging technologies such as “Internet of Things” and “blockchain.” In line with
bibliometric practice (Zupic and Cater, 2015), only peer-reviewed articles, chapters and
conference proceedings (Web of Science filter “Article”) are considered, which ensures a
certain degree of quality. We search across all available indexes (cf. Table 1) and merge the
results from both resulting literature data sets to arrive at a combined data set of 1,452
publications after filtering out duplicate entries. We remove 57 of these articles that do not fit
thematically to the investigation as the result of a manual screening of titles and abstracts?,
which results in a primary set of 1,395 publications. This primary set is analysed in Section
3.1

From the primary set of 1,395 publications, we extract all references, arriving at 44,412
publications. We follow standard practice by limiting our analysis to the most important citing
publications, as they represent the greatest contribution to the research discourse (Chen and
Leimkuhler, 1986). Considering only publications which were cited at least five times in our
primary set of 1,395 articles, we arrive at our secondary set of 480 publications. They represent
about one percent of all references, but arguably by far the most relevant publications.

! The majority of these 57 articles deal with digital identity in the context of evolutionary biology.



Table 1. Search terms and results.

Procedure No. of Articles

Search terms 1:

TS=( "digital identit*" OR “online identit*” OR “user identit*” OR

“federated identit*” OR “user-centric identit*” OR ‘“‘user centric

identit*” OR "self-sovereign identit*” OR "self sovereign identit*" OR 1.010
,SSI” OR "digital twin*" OR “device identit*”) AND DOCUMENT ’
TYPES: (Article) Indexes=SCI-EXPANDED, SSCI, A&HCI, CPCI-S,

CPCI-SSH, BKCI-S, BKCI-SSH, ESCI, CCR-EXPANDED, IC
Timespan=All years

Search terms 2:

TS=(( "identit*" ) AND ( "IOT" OR "internet of things*" OR
"blockchain*" OR “block-chain*” OR “block chain*” OR "distributed

ledg*" OR “DLT” OR "smart contract*" OR “smart-contract*”)) 495
AND DOCUMENT TYPES: (Article) Indexes=SCI-EXPANDED,

SSCI, A&HCI, CPCI-S, CPCI-SSH, BKCI-S, BKCI-SSH, ESCI, CCR-
EXPANDED, IC Timespan=All years

Merging data sets (Removal of 53 duplicates) 1,452

Final data set (Removal of 57 unfitting articles after title and abstract

. 1,395
screening)

2.2 Co-citation matrix and exploratory factor analysis

We use the secondary set of the 480 most-cited references to perform a co-citation analysis (or,
more precisely, exploratory factor analysis and social network analysis). Co-citation analysis
has been commonly used to identify intellectual structures of research environments (e.g. Ante,
2020a, 2020b; Ante et al., 2021; Worfel, 2019; Zuschke, 2019).

One speaks of a co-citation when two articles refer to the same source. The underlying idea of
co-citation analysis is that a common scientific basis of articles signals thematic proximity.
Thus, if two articles have many common sources, i.e., many co-citations, it is likely that they
are about the same (or a similar) topic. If an article in turn is cited by a large number of
publications, i.e., has a high co-citation value, this indicates a high relevance of the article in a
corresponding scientific discourse (Small, 1977, 1973).

For the purpose of the factor analysis and subsequent social network analysis, we obtain the
co-citation matrix for the 480 most relevant references. The matrix is symmetric by definition.
Each row and column represent one of the references, which results in a matrix whose cells
show how often a publication was cited together with another publication. In line with the
literature, the cells on the diagonal of the matrix do not show the co-citation value of a
publication with itself, but rather the mean value of the corresponding column (McCain, 1990;
Small, 1973). The co-citation matrix is obtained automatically through the Bibexcel software.

Explorative factor analysis is applied to identify underlying structures based on the
relationships between variables. Assuming that a large number of co-citations mean similar
ideas, theories and questions, we conclude that each identified factor represents a stream in
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digital identity research. We identify factor loadings on the basis of principal component
analysis. Factor loadings indicate how well an article fits into a factor, in our case how well a
publication fits into a research stream. Factor loadings are essentially correlation coefficients.
Thus, a factor loading of 0.7 and higher can be taken to indicate a good fit, whereas a loading
higher than 0.4 indicates fit in general. (McCain, 1990). Results are rotated so that each variable
is assigned the highest possible (-1 or 1) or lowest (0) value for the purpose of clearer
differentiation. We calculate factor scores, which indicate how much a variable contributed to
a factor by means of regression analysis. As regression coefficients, the factor scores signify
the relevance of each publication to each research stream (DiStefano et al., 2009; Gorsuch,
1988; Nerur et al., 2008).

2.3 Keyword analysis and network analysis

We use the VOSviewer software to cluster and visualize keyword co-occurrences across
publications. The software calculates the similarity between keywords based on co-
occurrences and plots these as a network map. The similarity of keywords is visualized by the
proximity of keywords on the network map. The software also computes clusters of similar
keywords, displaying each cluster on the network map in a different colour (van Eck and
Waltman, 2010).

The final step of the bibliometric analysis is a social network analysis. We use UCINET’s
NETDRAW companion program (Borgatti et al., 2002), which can map nodes based on
geodesic distances (in our case the co-citation matrix). Nodes (individual publications) are be
coloured (by research stream affiliation), connected with lines (indicating co-citations between
articles) and adjusted in size (indicating overall number of co-citations). We thus obtain a map
which illustrates the individual relevance of publications, the relationship between individual
publications and the overarching research streams.

3 The scope of digital identity research

Section 3 first presents a mostly descriptive overview of the primary set of publications, which
includes statistics on the number of publications per year, most relevant journals, highly-cited
articles and research clusters based on keywords chosen by authors (Section 3.1). In Section
3.2, results of factor and social network analysis are described, which are based on the co-
citation data. This includes an overview of identified research streams, brief subsections
reviewing each stream, the visualization of stream interrelations and finally an overview of
future research topics identified in the streams’ publications.

3.1 Publishing trends

Figure 1 shows the number of publications per year from 1994 to 2019 for the primary set of
1,452 publications. One publication published in 1984 and articles published through January
and April 2020 are not shown. The number of publications has increased steadily, with a steep
increase in recent years. This underlines the increasing relevance of the topic.
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Figure 1. Number of publications per year in the primary set of publications on digital
identity.

Table 2 shows the sources with the most publications and the number of publications by year.
Most sources are computer science or engineering journals. With 87 publications, representing
6.2% of the total, IEEE Access is the journal with the highest number of publications. The first
publications date back to 2016, after which the number of publications on the topic increases
almost each year.

Table 3 shows the most-cited publications and their citation counts on Web of Science and
Google Scholar. All of the articles were published in computer science or engineering journals.

Figure 2 shows the most frequently used author keywords (i.e. the keywords chosen by authors)
in the 1,395 articles of the primary data set, clustered by co-occurrence. To ensure readability,
only keywords with thirteen or more occurrences across all publications are shown. The
software identifies four clusters. The first cluster contains the keywords Internet of Things
(9.3%), security (8.0%) and authentication (5.9%). The second cluster contains the keywords
digital twin (12.3%, the most frequently used keyword with 172 occurrences), smart
manufacturing and Industry 4.0. The third contains the keyword blockchain (7.5%) and the
fourth the keywords privacy (6.5%) and digital identity (6.1%).



Table 2. Top publishing sources for digital identity research by years of publication.

Year of publication

Source B‘;foolrg 2013 2014 2015 2016 2017 2018 2019 (iosg pt'fb‘ifﬂgﬁgﬁi
IEEE Access 1 8 20 45 13 87
Sensors 1 2 4 15 8 30
IEEE Internet of Things Journal 5 2 1 4 15 3 30
Future Generation Computer Systems 1 3 13 9 2 28
ERCIM News 1 2 18 1 22
Security and Communication Networks 1 1 2 6 6 19
Applied Sciences 1 3 12 1 17
IEEE Transactions on Industrial Informatics 1 7 3 4 15
Wireless Personal Communications 4 2 1 1 1 2 3 1 15
Computer Law & Security Review 1 1 4 3 2 1 3 15
Computers & Security 2 1 1 1 2 4 4 15
International Journal of Computer Integrated Manufacturing 8 6 14
International Journal of Production Research 7 5 12
International Journal of Advanced Manufacturing Technology 4 4 3 11
Journal of Network and Computer Applications 1 1 1 1 4 3 11
Sustainability 1 4 6 11
IEEE Communications Magazine 4 1 1 2 3 11
ATP Edition 4 3 4 11
CIRP Annals — Manufacturing Technology 2 4 4 10
International Journal of Distributed Sensor Networks 1 1 1 2 4 1 10
Computer Networks 1 2 1 1 2 2 9
Robotics and Computer — Integrated Manufacturing 3 6 9
Digital Identity and Social Media 9 9
Total 14 16 12 10 20 31 102 153 63 421




Table 3. Most-cited publications in digital identity research. Citation data was collected in April 2020.

Times cited (Apr 2020)

Publication Title Source Web of Google
Science scholar
Roman et al., 2013 On the features and challenges of security and privacy in distributed internet Computer Networks 383 888
of things
Kalnis et al., 2007 Preventing location-based identity inference in anonymous spatial queries IEEE Transactions on Knowledge and 305 777
Data Engineering
Yuetal., 2008 SybilGuard: Defending against sybil attacks via social networks Computer Communication Review 206 1,003
Hossain and Muhammad, 2016 Cloud-assisted Industrial Internet of Things (110T) - Enabled framework for Computer Networks 206 377
health monitoring
Lietal., 2001 A remote password authentication scheme for multiserver architecture using IEEE Transactions on Neural Networks 193 331
neural networks
He etal., 2017 Anonymous Authentication for Wireless Body Area Networks with IEEE Systems Journal 180 261
Provable Security
Tao etal., 2018a Digital twin-driven product design, manufacturing and service with big data International Journal of Advanced 175 458
Manufacturing Technology
Jain et al., 2004 Soft biometric traits for personal recognition systems Biometric Authentication Proceedings 167 451
Caoetal., 2014 Displaced Dynamic Expression Regression for Real-time Facial Tracking ACM Transactions on Graphics 144 267
and Animation
Xue et al., 2013 A temporal-credential-based mutual authentication and key agreement Journal of Network and Computer 140 233
scheme for wireless sensor networks Applications
Veletsianos, 2012 Higher education scholars' participation and practices on Twitter Journal of Computer Assisted Learning 126 370
Bettini et al., 2005 Protecting privacy against location-based personal identification Proceedings of Workshop on Secure 124 433
Data Management
Wernke et al., 2014 A classification of location privacy attacks and approaches Personal and Ubiquitous Computing 118 267
Sarma and Girdo, 2009 Identities in the Future Internet of Things Wireless Personal Communications 116 209
Kshetri, 2018 1 Blockchain’s roles in meeting key supply chain management objectives International Journal of Information 114 384

Management
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Figure 2. Co-occurrence of keywords. A minimal number of thirteen occurrences across
publications is used as cutoff value. Node size illustrates the number of occurrences. The
distance between nodes indicates the relatedness of the keywords, with co-occurrences being
represented by lines between the nodes. Created with VOSviewer.

3.2 Research streams

Table 4 provides an overview of the seven identified research streams. We obtain a Kaiser-
Meyer-Olkin (KMO) measure of 0.617 and a highly significant Bartlett test statistic, which
suggests that explorative factor analysis via principal component analysis and Varimax rotation
IS a suitable approach for this data set. The final analysis is based on 453 articles, as 17 had to
be excluded for statistical reasons. A share of 61.9% of publications can be assigned to at least
one of the seven research streams. The research streams (i.e., the factors in the principal
component analysis) only explain 36.4% of the variance, which indicates that research on
digital identity is relatively heterogenous.

Figure 3 shows the relative and absolute prevalence of research streams over time, both per
year and cumulated over time.

In the following subsections, each research stream is presented in detail.



Table 4. Overview of research streams in digital identity research.

Explained Share Share . . . "
Research stream . - FL>0.7 Main topics Formative publications
variance (all articles) (in stream)
| Diaital twin technolo - Introduction and overview of the digital twin concept
' 9 dy - Requirements, challenges, benefits and guidelines for
for smart manufacturing L . Tao et al. (2018a)
. . 14.0% 25.8% 49.6% digital twin technology
and industrial health . . Rosen et al. (2015)
monitorin - Cyber-physical system prognostics and health
g monitoring (e.g., aircrafts, wind turbines, vehicles)
Il. Identity-based 0 0 0 - Identity-based signatures, encryption and Boyen (2003)
signcryption schemes 51% 7.1% 75.0% signcryption schemes Zheng (1999)
- Technical foundations of distributed systems, peer-to-
I1l. Distributed networks and 4.0% 6.0% 70.4% peer networks and blockchains Koshy et al. (2014)
user privacy ' ' ' - Extent of user privacy and anonymity in the Bitcoin Nakamoto (2008)
network
- Authentication schemes in wireless sensor networks
T (e.g., BioHashing, elliptic curve cryptography)
V. U_ser authentication in 3.9% 7.7% 40.0% - Application-specific schemes (e.g., wireless body Das (2019),
wireless sensor networks . Turkanovi¢ et al. (2014)
area networks (WBANSs), telecare medical
information systems (TMIS))
V. Attribute-based 0 0 0 i R . . Sahai and Waters (2005)
encryption schemes 3.6% 6.0% 51.9% Attribute-based signatures and encryption schemes Goyal et al. (2006)
- Security and privacy protection for data transmission
VI. Secure data exchange in 3.1% 4.4% 85.0% - Data deduplication schemes Shen et al (2018a)
the Internet of Things ' ' ' - Secure data sharing and access control Lietal. (2018b)
- Data moving and outsourcing encryption schemes
- Blockchain and smart contracts for secure and
VII. Blockchain and smart scalable data-driven applications, storage, sharing and .
contracts for secure data 2.7% 4.9% 45.5% management Azaria etal. (2016)

management

- Thematic focus on healthcare, medical and pharma
sectors

Yue et al. (2016)

FL: factor loading. Factor analysis is done via principal component analysis and VVarimax rotation (43 iterations) with Kaiser normalization on the basis of 453 publications. KMO:
0.617; Bartlett test: p < .001.
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Figure 3. Relative and absolute prevalence of research stream affiliation by different time periods. Publications that are not assigned to one of the main research
streams are omitted. Note the different sizes of time intervals on the x axis; these were chosen to avoid low observation counts in early periods.



3.2.1 Stream I: Digital twin technology for smart manufacturing and industrial health
monitoring

The first stream comprises 25.8% of all publications, about half of which have a factor loading
of 0.7 or higher. Overall, it explains 14% of variance in co-citations, making it the most
relevant factor. As an overarching theme, the publications can be summarized under the
collective term digital twin for smart manufacturing and industrial health monitoring. The
earliest article of the stream was published in 2011 (Tuegel et al. 2011), revealing that Stream
| is a relatively young field of research. Table 5 shows the fifteen publications with the highest
factor loadings and the publication with the highest factor score in the stream.

Table 5. Key publications in Stream I: Digital twin technology for smart manufacturing and
industrial health monitoring.

Publication Factor loading Factor score
Rosen et al., 2015 0.910 6.768
Schroeder et al., 2016 0.909 4.143
Uhlemann et al., 2017 0.904 3.277
Haag and Anderl, 2018 0.904 2.699
Canedo, 2016 0.902 2.195
Lietal., 2017 0.897 1.901
Grieves, 2014 0.896 1.997
Tao and Zhang, 2017 0.895 5.642
Negri et al., 2017 0.895 4.046
Glaessgen and Stargel, 2012 0.893 4.561
Schleich et al., 2017 0.892 5.936
Tao et al., 2018b 0.890 2.044
Gabor et al., 2016 0.889 2.540
Tuegel et al., 2011 0.886 3.423
Qi and Tao, 2018 0.880 3.746
Tao et al., 2018a 0.857 8.098

Other: 42 publications with FL > 0.7

Digital twins are digital replicas of physical or digital objects, entities, processes, systems or
devices. They provide connectivity for formerly non-connected processes, unification of data,
programmability and automation, digital traceability and modularity (e.g. Tao et al., 2018a).
In summary, the first stream considers how a meaningful connection between digital and
physical systems can be created to improve the life cycle of objects.

The publication Tao et al. (2018a) has the highest factor score in Stream I. It discusses digital
twin-driven products, manufacturing and big data. The authors describe a lack of convergence
between products’ digital and physical spaces, which results in low levels of design
sustainability or efficiency. They propose a digital twin-based method for the design of
products and illustrate three applications.
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The publication with the highest factor loading and thus best overall fit in the stream is Rosen
et al. (2015). It describes autonomous systems, digital twins and the future of manufacturing,
pointing out that digital twins enable aligned systems which can combine real data with
simulation data. The fact that the authors work for the company Siemens suggests that digital
twins are an industry-driven development as much as an academic concept.

Multiple other studies in the stream provide an introduction to digital twins and their benefits,
challenges and requirements for integration into production systems (Canedo, 2016; Gabor et
al., 2016; Grieves, 2014; Haag and Anderl, 2018; Qi and Tao, 2018; Uhlemann et al., 2017).

Other studies focus on digital twin models, such as the open neutral data format AutomationML
(Schroeder et al., 2016) or a novel shop-floor system (Tao and Zhang, 2017). The use of digital
twins for prognostics and health management of cyber-physical systems is described for
critical, high-value products such as aircraft wings (Li et al., 2017), aircraft structures (Tuegel
etal., 2011), coming generations of NASA and U.S. Air Force vehicles (Glaessgen and Stargel,
2012) and wind turbines (Tao et al., 2018b).

3.2.2 Stream II: Identity-based signcryption

The second stream explains 5.08% of the variance and covers 7.1% of all publications. A
proportion of 75% of publications with a factor loading of 0.7 or higher indicates a high
homogeneity within the stream. Table 6 shows the fifteen publications with the highest factor
loadings of Stream II.

Table 6. Key publications in Stream I1: Identity-based signcryption.

Publication Factor loading Factor score
Chow et al., 2004 0.936 3.555
Gura et al., 2004 0.923 4.461
Roman and Lopez, 2009 0.910 5.120
Barreto et al., 2005 0.892 6.571
Boyen, 2003 0.881 5.153
Barbosa and Farshim, 2008 0.874 3.057
Oliveiraetal., 2011 0.871 -0.502
Daemen and Rijmen, 2002 0.868 2.669
Shim, 2014 0.864 3.940
Cao et al., 2008 0.860 4.576
Li and Xiong, 2013 0.859 3.743
Zheng, 1999 0.854 6.122
Shimetal., 2013 0.851 4.552
Chen and Malone-Lee, 2005 0.840 2.567
Huang et al., 2011 0.824 2.836

Other: 13 publications with FL > 0.7

Publications in the stream are concerned with identity-based signatures, encryption and
signcryption models. Identity-based signatures are a form of public-key cryptography in which
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a string represents information about a person or an object. A simple example of such
information are email addresses as described by Shamir (1985) in the first implementation of
identity-based signatures. In short, users on the internet can only verify digital signatures based
on public information. The stream contains further ground-breaking cryptographic
publications by Rivest et al. (1978) and Schnorr (1991), as well as the influential survey on the
Internet of Things by Atzori et al. (2010).

Development of identity-based encryption schemes began in 2000 (Boneh and Franklin, 2003;
Cocks, 2001). The term signcryption was introduced by Zheng (1999) to refer to the
combination of digital signature and public key encryption in one step. Signcryption increases
efficiency compared to processes which apply digital signatures before encryption.

Chow et al. (2004), the publication with the highest factor loading, proposes an identity-based
encryption scheme, which enables public cyphertext authenticity. The authors motivate their
work based on Boyen’s (2003) first publicly verifiable and forward-secure identity-based
encryption scheme that is provably secure and lacks the possibility for third parties to verify
cyphertext.

Similarly, other publications in the stream introduce new identity-based signcryption models.
Barreto et al. (2005), for example, introduce a model built upon bilinear maps that promises
efficiency benefits. In Shim (2014), a pairing-free scheme is described, which promises
computational efficiency and less overhead. Barbosa and Farshim (2008) describe
certificateless signcryption. Cao et al. (2008) introduce a size-efficient pairing-free signature.
An overarching theme of identity-based signcryption modelling are improvements in
efficiency and security over existing schemes (Chen and Malone-Lee, 2005; Huang et al.,
2011; Li and Xiong, 2013; Shim et al., 2013).

The publication Oliveira et al. (2011) combines a high thematic fit (factor loading) with a
negative thematic relevance (factor score). It is concerned with pairing-based cryptography
(PBC) in wireless networks, which — based on the statistical analysis — seems not very relevant
for Stream I1’s thematic discourse (but can of course be highly relevant for other discourses).

Apart from identity-based signcryption models, the comparison between elliptic curve
cryptography and the Rivest-Shamir-Adleman (RSA) algorithm (Gura et al., 2004), security
analyses of sensor networks (Roman and Lopez, 2009) and the description of the Advanced
Encryption Standard (also called Rijndael) (Daemen and Rijmen, 2002) are among the
publications with the highest factor loadings.

3.2.3 Stream IlI: Distributed networks and user privacy

The third stream of research explains 4% of variance and comprises 6% of all publications. As
over 70% of articles in the stream have a factor loading of 0.7 or higher, the discourse can be
classified as relatively homogeneous. Research in this stream is concerned with distributed
networks (such as blockchain or distributed ledger technology) and user privacy. The fifteen
publications with the highest factor loadings and one publication with the highest factor score
are shown in Table 7.

The Bitcoin whitepaper (Nakamoto, 2008) has the highest factor score but a relatively small
factor loading. This suggests that Bitcoin serves as an important basis for research in this
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stream but is rarely the actual research topic. Four of the fifteen publications shown in Table 7
describe basic technology or basic concepts on which blockchain builds, such as Merkle trees
(Merkle, 1987) and Byzantine Fault Tolerance (Lamport et al., 1982). Two publications by
Chaum (1981, 1983) lay out the technological foundations of privacy and anonymity on the
internet. Dingledine et al. (2004) introduces the TOR network, an anonymous communication
service.

Table 7. Key publications in Stream I11: Distributed networks and user privacy.

Publication Factor loading Factor score
Bonneau et al., 2015 0.909 4.567
Reid and Harrigan, 2013 0.890 4.467
Koshy et al., 2014 0.877 6.697
Merkle, 1987 0.854 3.405
Lamport et al., 1982 0.853 3.130
Meiklejohn et al., 2013 0.828 5.408
Ron and Shamir, 2014 0.827 4.989
Dingledine et al., 2004 0.818 3.738
Androulaki et al., 2013 0.812 5111
Narayanan et al., 2016 0.812 3.900
Chaum, 1981 0.800 3.759
Tschorsch and Scheuermann, 2016 0.788 4.553
Miers et al., 2013 0.780 4.452
Chaum, 1983 0.776 2.837
Ben-Sasson et al., 2014 0.773 5.338
Nakamoto, 2008 0.544 7.888

Other: 4 publications with FL > 0.7

All other publications in the stream were published after the Bitcoin whitepaper and reference
it. Bonneau et al. (2015) survey privacy-and anonymity-related topics of Bitcoin. Reid and
Harrigan (2013) study the de-anonymization of Bitcoin users based on an alleged theft. Koshy
et al. (2014) map Bitcoin addresses to IP addresses, concluding that their method allows them
to tie about 1,000 Bitcoin addresses to their owners. Meiklejohn et al. (2013) analyse privacy
and anonymity in the Bitcoin network by clustering wallet addresses. Ron and Shamir (2014)
do so by studying the transaction graph, Androulaki et al., (2013) by simulating a Bitcoin-like
system. Other studies provide technical introductions to blockchain technology and
cryptocurrency (Narayanan et al., 2016; Tschorsch and Scheuermann, 2016). Lastly, two
studies introduce privacy-centric cryptocurrencies: Zerocoin (Miers et al., 2013) and Zerocash
(Ben-Sasson et al., 2014).

3.2.4 Stream IV: User authentication in wireless sensor networks

Stream four consists of 7.7% of all publications and explains 3.9% of variance. With only 40%
of publications showing factor loadings of 0.70 or higher, research in the stream can be
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classified as relatively heterogonous. The overarching topic of the research stream is user
authentication in wireless sensor networks, mostly in the context of the Internet of Things.
Table 8 shows factor loadings and factor scores of the fifteen most relevant publications.

Burrows et al. (1990) provide a formal overview of existing authentication protocols and
suggest improvements. Their publication is the oldest in the research stream and can be
considered a foundational publication for this stream’s scientific discourse.

Das (2010), the study with the highest factor score and second highest factor loading, proposes
a secure and efficient two-factor authentication scheme for wireless sensor networks. Khan and
Alghathbar (2010) outline some security flaws in the scheme and warn against its use in real-
world applications. They propose an improved scheme.

Table 8. Key publications in Stream 1V: User authentication in wireless sensor networks.

Publication Factor loading Factor score
Lumini and Nanni, 2007 0.883 3.576
Das, 2010 0.853 6.681
Farash et al., 2016 0.853 4.666
Wang et al., 2015 0.832 2.854
Jinetal., 2004 0.828 3.695
Chang and Le, 2016 0.820 3.670
Khan and Alghathbar, 2010 0.817 3.757
Turkanovi¢ et al., 2014 0.794 6.319
Jiang et al., 2016 0.774 2.926
Choi et al., 2014 0.755 2.461
Heetal., 2015 0.729 5.156
Xiong and Qin, 2015 0.717 2.837
Giri etal., 2015 0.715 2.351
He et al., 2015 0.711 2.903
Burrows et al., 1990 0.684 5.887

Jin et al. (2004) introduce BioHashing, a two-factor authentication through tokenized pseudo-
random numbers and user fingerprints or other biometric characteristics. They argue that
BioHashing is much more secure than simple biometrics. Lumini and Nanni (2007) suggest
improvements to BioHashing to make data theft more difficult and improve performance in
the event of theft.

Turkanovi¢ et al. (2014) propose an efficient user authentication scheme for wireless sensor
networks based on simple cryptography, allowing users to authenticate a sensor without having
to communicate with a specific system. Subsequent studies outline potential vulnerabilities of
the scheme and suggest improvements: These include impersonation attacks, stolen smart card
attacks and spoofing attacks (Chang and Le, 2016) as well as cryptographic attacks (Farash et
al., 2016).

Other studies propose improvements to authentication schemes through three-factor elliptic
curve cryptography (Jiang et al., 2016), user authentication via elliptic curve cryptography
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(Jiang et al., 2016) and a temporal-credential-based mutual authentication and key agreement
scheme (He et al., 2015). Wang et al. (2015) propose an evaluation metric for practicable,
anonymous two-factor authentication schemes.

He et al. (2015) review anonymous authentication schemes for the exchange of medical data
in wireless body area networks (WBANS) which connect wearable computing devices on the
clothes, the skin or in the body of humans. Xiong and Qin (2015) discuss certificateless
signatures in WBANSs. Medical data is also at the centre of the study Giri et al. (2015), who
describe password risks in an authentication scheme for telecare medical information systems
(TMISs) proposed by Khan and Kumari (2013) and propose an improved version of the
scheme.

3.2.5 Stream V: Attribute-based encryption

The fifth research stream explains 3% of variance and consists of 4.4% of all publications. As
85% of the publications under consideration have factor loadings of 0.7 or higher, the stream
can be classified as highly homogenous, which is likely due to the frequent appearance of the
same authors. Research in the stream deals with attribute-based encryption. Compared to
identity-based encryption (Stream I1), where users are identified on the basis of a unique
identifier (such as a username), attribute-based encryption partially identifies users through
various attributes (such as the user’s location). Only if these attributes match, ciphertext can
be decrypted. All publications with factor loadings of 0.7 and higher are shown in Table 9.

Table 9. Key publications in Stream V: Attribute-based encryption.

Publication Factor loading Factor score
Waters, 2011 0.897 4.059
Ostrovsky et al., 2007 0.894 0.288
Chase, 2007 0.887 4.600
Chase and Chow, 2009 0.863 4.145
Lewko and Waters, 2011 0.860 3.080
Emura et al., 2009 0.850 3.787
Lewko et al., 2010 0.828 4.144
Bethencourt et al., 2007 0.810 7.276
Sahai and Waters, 2005 0.808 9.403
Rouselakis and Waters, 2013 0.796 2.080
Goyal et al., 2006 0.748 10.481
M. Lietal., 2013 0.743 2.596
Yuetal., 2010 0.742 1.915
Lietal., 2010 0.700 1.868

Sahai and Waters (2005) and Goyal et al. (2006) initially proposed attribute-based
authentication. Their high factor scores (9.40 and 10.48) attest their high relevance for the
stream’s scientific discourse.
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Various other studies in the stream build on these studies, proposing improvements with regard
to multi-authorities (Chase, 2007), downstream related privacy and security (Chase and Chow,
2009), decentralization (Lewko and Waters, 2011), private key expression (Ostrovsky et al.,
2007), new signature signing techniques (Li et al., 2010), fully secure attribute-based
encryption and attribute-hiding predicate encryption (Lewko et al., 2010) and large-universe
approaches (Rouselakis and Waters, 2013).

The approach by Goyal et al. (2006) can be classified as key-policy attribute-based encryption
(KP-ABE), where user keys are generated through an access tree of user privileges and
encryption occurs over attributes. An alternative approach is cyphertext-policy attribute-based
encryption (CP-ABE), where access trees are used to encrypt data and the secret keys of users
are generated over attributes (Bethencourt et al., 2007; Emura et al., 2009; Waters, 2011).

Lastly, two studies address attribute-based authentication in specific areas of application: cloud
computing (Yu et al., 2010) and personal health records (M. Li et al., 2013).

3.2.6 Stream VI: Secure data exchange in the Internet of Things

Stream VI deals with the secure and anonymous exchange of data in the Internet of Things,
especially in cloud computing. It includes 4.4% of all publications. With 85% of publications
having factor loadings of 0.7 and higher, it is the stream with the highest homogeneity —
probably because the same authors often appear. Overall, the stream explains 3% of variance
in co-citations. Table 10 shows the fifteen articles with the highest factor loadings.

Table 10. Key publications in Stream VI: Secure data exchange in the Internet of Things.

Publication Factor loading Factor score
Shen et al., 2018a 0.887 5.780
J. Lietal., 2013 0.876 4.748
Xuetal., 2018 0.866 5.651
Lietal, 2015a 0.859 4.215
Cai et al., 2017 0.856 5.552
Y. Zhang et al., 2018 0.855 5.105
Lietal., 2018b 0.849 6.665
Shen et al., 2018c 0.828 5.470
Zhang et al., 2016 0.820 4.350
Lietal, 2014 0.815 4.308
Huang et al., 2017 0.810 3.564
Lietal, 2018a 0.783 3.471
Shen et al., 2018b 0.776 3.876
Lietal., 2015c 0.774 6.492
Lietal., 2015b 0.759 4.352

Other: 1 publication with FL > 0.7

A recurring topic is attribute-based encryption, which was identified as the overarching theme
of Stream V. While studies in Stream V focus on basic methods and schemes, studies in Stream
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VI consider the application of attribute-based encryption in the context of mobile devices and
cloud computing. Li et al. (2018b), the study with the highest factor score, points out that
attribute-based encryption suffers from high computation cost and low security and proposes
an improved data-sharing scheme for mobile devices in cloud computing networks. The study
with the second largest factor score also builds on attribute-based encryption and introduces
outsourcing computation (Li et al., 2015c). This is also the topic of J. Li et al. (2013). Li et al.
(2018a) propose a privacy-aware multi-authority ciphertext-policy scheme which hides
attribute information in the ciphertext.

Shen et al. (2018a) propose a secure scheme for uploading data in home area networks (HANS).
It ensures integrity of data by prohibiting malicious home gateways from modifying it. Other
application-specific publications consider the flexible sharing of electronic health records with
offline encryption and outsourced decryption (Cai et al., 2017), a privacy-aware health data
access control system with partially hidden access policies (Y. Zhang et al., 2018) and
anonymous, certificateless, cloud-aided authentication in WBANSs

Other topics include homomorphic encryption (Xu et al., 2018), a match-then-decrypt scheme
(Zhang et al., 2016), selective opening security (Huang et al., 2017), data deduplication (Li et
al., 2015a) and anonymous but traceable data sharing (Shen et al., 2018b).

3.2.7 Stream VII: Blockchain and smart contracts for secure data management

The seventh research stream consists of 4.9% of the articles and explains 2.7% of variance. A
share of 46% of articles in the stream have factor loadings of 0.7 or higher. Studies in this
stream consider how blockchain and smart contracts can enable the secure storage,
management and exchange of data, especially high-risk healthcare and medical data. The
stream’s ten articles with factor loadings higher than 0.7 are shown in Table 11. Additionally,
the Bitcoin whitepaper (Nakamoto, 2008) as its high factor score indicates a high thematic
relevance for the stream. While its factor loading of 0.401 would justify assignment to Stream
VII, it has a higher factor score for Stream 111 (cf. Table 7) and thus assigned to the latter.

The article of Shae and Tsai (2017) describes a blockchain architecture for data from clinical
trials and precision medicine. Other highly relevant studies in the stream also consider the use
of blockchain for secure and scalable clinical data, medical records or pharma supply-chains
(Azariaetal., 2016; Bocek et al., 2017; Dubovitskaya et al., 2017; Xia et al., 2017; Yue et al.,
2016; P. Zhang et al., 2018). The study by Kuo et al. (2017) reviews previous research on
blockchain in the context of biomedical and healthcare applications. Accordingly, it has a high
thematic fit (indicated by a high factor loading) but low relevance for the stream’s academic
discourse (as indicated by a negative factor score).

Other publications in the stream focus more generally on smart contracts. Luu et al. (2016)
study the security of smart contracts on the Ethereum blockchain, Delmolino et al. (2016)
discuss the design and deployment of smart contracts.
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Table 11. Key publications in Stream VII: Blockchain and smart contracts for secure data
management.

Publication Factor loading Factor score
Shae and Tsai, 2017 0.856 4.758
P. Zhang et al., 2018 0.846 5.370
Dubovitskaya et al., 2017 0.836 3.504
Kuo et al., 2017 0.828 -0.305
Delmolino et al., 2016 0.822 4.575
Luu et al., 2016 0.779 4.458
Yueetal., 2016 0.776 6.257
Azaria et al., 2016 0.760 8.681
Bocek et al., 2017 0.716 3.254
Xiaetal., 2017 0.705 4.301
Nakamoto, 2008 0.401 8.252

3.3 Interrelations of research streams

Figure 4 shows the results of the social network analysis. Every node in the network represents
one publication, whereby for clarity only the first author and the year of publication are shown.
Connections between publications signal co-citations, while the size of a node represents how
often a publication is co-cited. The colour coding indicates to which of the seven research
streams a publication can be assigned - or in the case of grey nodes whether a publication can
be assigned to any of the seven streams described above.

One important finding of the network analysis is that Stream | has few connections to other
streams, with essential links only existing to Streams Il and V1. This independently confirms
a similar finding in the keyword analysis, which was based on the primary data set. The other
streams share stronger relationships or even overlap. The two research streams centred on
encryption, Streams Il and V, are located in the middle of the research network as basic
technologies and exhibit a high degree of overlap.

3.4 Recommendations for future research

This section summarizes recommendations for future research mentioned in the high-impact
publications presented in Tables 5 through 11, based on manual inspection of the articles. To
provide a structured overview, we cluster research topics within each stream. Table 12
summarizes the recommendations.
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Table 12. Recommended topics for future research mentioned in high-impact publications.

Research stream

Future research topics

Digital twin
technology for smart
manufacturing and
industrial health
monitoring

Identity-based
signcryption schemes

Distributed networks
and user privacy

Interconnection and interaction (Tao and Zhang, 2017; Tao
et al., 2018a; Qi and Tao, 2018; Schroeder et al., 2016;
Negri et al., 2017; Uhlemann et al., 2017)

Integration in development process and life cycle (Haag
and Anderl, 2018; Gabor et al., 2016; Tao et al., 2018a)
Smart analytics of digital twin data (Tao et al., 2018a; Haag
and Anderl, 2018)

Industrial applications (Negri et al., 2017; Tao and Zhang,
2017; Qi and Tao, 2018)

Security protocols for small devices (Gura et al., 2004)
Authentication schemes (Cao et al., 2008)

Signcryption & public key cryptosystems (Zheng, 1999)
Heterogeneous signcryption (Huang et al., 2011)

Cryptocurrency (Tschorsch and Scheuermann,
Bonneau et al., 2015; Miers et al., 2013).
Privacy-preserving verification and enforcement (Ben-
Sasson et al., 2014)

Tor network (Dingledine et al., 2004)

Public-key cryptography (Miers et al., 2013)

BioHashing (Lumini and Nanni, 2007)

2016;

V. U_ser authenticationin Fuzzy verifiers (Wang et al., 2015)
wireless sensor : .
networks - Secure mobile cloud computing (He et al., 2015)
- Remote authentication & revocation (Xiong and Qin,
2015)
V. Attribute-based - g:evgoa(l)t;r)ibute-based encryption systems (Bethencourt et
encryption schemes - ldentity-based encryption (Sahai and Waters, 2005)
- Standardization for shared (clinical) data (Shen et al.,
VI. Secure data exchange 2018a; Y. Zhang et al., 2018; Li et al., 2018b: Shen et al.,
in the Internet of
Things 2018c) . .
- Encryption (Zhang et al., 2016; Li et al., 2015b)
V1. Blockchain and smart - Mining (Azaria etal., 2016)

contracts for secure
data management

Connected health and medical data (Dubovitskaya et al.,
2017)
Privacy-preserving health data (P. Zhang et al., 2018).

Stream I’s high-impact literature suggests four areas for future research. The first is
interconnection and interaction of digital twin technology (Tao and Zhang, 2017; Tao et al.,
2018a; Qi and Tao, 2018; Schroeder et al., 2016; Negri et al., 2017; Uhlemann et al., 2017).
Tao and Zhang (2017) see potential for further investigations into the two-way connection
between physical and virtual spaces. Uhlemann et al. (2017) note the need for more research
on production using cyber-physical systems in medium-sized enterprises. The second proposed
area of research is the integration of digital twin technology into the development process and
the overall life cycle of systems and products (Haag and Anderl, 2018; Tao et al., 2018a; Gabor

22



et al., 2016). Haag and Anderl (2018) mention digital twin automation and its implementation
and communication with the physical replica. Gabor et al. (2016) ask how digital twins can
best be integrated into the development process and the overall system life cycle. The third
area is concerned with smart analytics of digital twin data (Tao et al., 2018a; Haag and Anderl,
2018). Haag and Anderl (2018) suggest that digital twins require a new approach to how data
are collected and processed. Finally, actual (industrial) applications of digital twin need further
research (Negri et al., 2017; Tao and Zhang, 2017; Qi and Tao, 2018). For example, Negri et
al. (2017) call for investigations into and demonstrations of the wide range of applications and
benefits of digital twins.

The future research identified within Stream Il comes from articles published between 2004
and 2011. Hence it is likely that these topics have already developed further. Nonetheless, these
recommendations show what highly influential researchers felt was relevant at the time of
publication. Again, we identify four areas: 1) Security protocols for small devices, such as
lightweight SSL/TLS implementations (Gura et al., 2004), 2) authentication schemes, such as
identity-based multi-user broadcast authentication on TinyOS (Cao et al., 2008), 3)
signcryption and public key cryptosystems employing RSA or other public key cryptosystems
(Zheng, 1999) and 4) heterogeneous signcryption which would, for example, enable users to
receive ciphertext (Huang et al., 2011).

Stream III’s topics for future research can be clustered as: 1) Research on cryptocurrencies
(Bitcoin and “altcoins™), especially with regard to privacy and the use of anonymous
credentials (Bonneau et al., 2015; Miers et al., 2013), 2) privacy-preserving verification and
enforcement, including policy-related questions (Ben-Sasson et al., 2014), 3) research on the
Tor network, such as its scalability, bandwidth classes, incentives and approaches to limiting
abuse (Dingledine et al., 2004), and 4) research on public-key cryptography (Miers et al.,
2013).

For Stream 1V, we identify: 1) BioHashing and its extension to other biometric characteristics,
such as the iris (Lumini and Nanni, 2007), 2) fuzzy verifiers, which should be evaluated further
for practical effectiveness (Wang et al., 2015), 3) the security of mobile cloud computing (He
et al., 2015) and 4) remote authentication and revocation (Xiong and Qin, 2015).

Stream V’s future research topics can be divided into two areas: 1) Novel attribute-based
encryption systems, for example systems with different types of expressibility (Bethencourt et
al., 2007) and 2) identity-based encryption, which could include different distance metrics
between identities (Sahai and Waters, 2005).

Future research mentioned in Stream VI can be clustered in two groups: 1) Design of a
searchable and verifiable data upload scheme as part of a standard for sharing of clinical data
(Shenetal., 2018a;Y. Zhang et al., 2018; Li et al., 2018b; Shen et al., 2018c) and 2) encryption
(Zhang et al., 2016; Li et al., 2015b), including the construction of more expressive and fully
secure anonymous schemes (Zhang et al., 2016).

High-impact publications in Stream VII recommend further research into 1) “Mining” related
to medical research (Azaria et al., 2016), 2) the connection of health and medical data to
enhance healthcare data management (Dubovitskaya et al., 2017) and 3) the construction of
privacy-preserving and secure health systems (P. Zhang et al., 2018).
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4 Concluding remarks

This study analyses research on digital identity against the background of new markets and
technologies such as the Internet of Things or blockchain technology. To screen the existing
research in a systematic and empirical way, we employ various bibliometric research methods.
We observe that the number of publications on digital identity has grown exponentially during
the last few years. The majority of publications comes from computer science and engineering.
This suggests that digital identity is experiencing a surge of interest but that the underlying
technologies are far from mature. We list the most active journals and most-cited publications
in the field. In addition, an analysis of author keywords reveals that so far research has largely
focused on theoretical concepts and technical issues — with the exception of research into the
application of digital twin technology.

We apply explorative factor analysis to co-citation data to identify research streams within the
field. Our analysis identifies seven research streams, which we name: i) Digital twin
technology for smart manufacturing and industrial health monitoring, ii) identity-based
signcryption schemes, iii) distributed networks and user privacy, iv) user authentication in
wireless sensor networks, v) attribute-based encryption schemes, vi) secure data exchange in
the Internet of Things and vii) blockchain and smart contracts for secure data management.
Streams Il, IV and V are concerned with encryption and authentication. Streams |11, IV and
VII also comprise highly technical publications, though on more overarching themes such as
distributed networks, secure data exchange and blockchain technology. We present the key
publications for each research stream and analyse the interrelations of research streams and
their evolution over time. In addition, we extract recommendations for future research from
each stream’s key publications and cluster them for easy reference.

The only keyword from an application domain is “digital twin”. Research on digital twin
appears to still be in its infancy, which is underlined by the frequent occurrence of the keyword
“simulation” in this cluster. This is unsurprising since renewed interest was arguably only
sparked by the relatively recent publication of Grieves (2014) — although one could argue that
similar ideas were already pursued much earlier, e.g., when NASA mirrored systems in space
missions (Glaessgen and Stargel, 2012). The great relevance of digital twin for digital identity
research is one of the main findings of this study. At the same time, the social network analysis
shows that the research stream on digital twins and related concepts such as smart
manufacturing and Industry 4.0 (Stream 1) is mostly detached from the other research streams.
Strengthening these connections might yield promising research results.

Our results illustrate that digital identity research is still in its infancy but is evolving fast.
Dominant technologies and frameworks have yet to emerge. Fundamental questions and
technical issues around privacy and security continue to engage researchers. At the same time,
research on digital twins is pushing innovation in digital identity with a stronger focus on
application and realizable use cases. We observe, however, that the more technical research
streams share little overlap with the research stream on digital twins and suggest that bridging
this gap could benefit the entire field of digital identity research.

We hope that our systematic and comprehensive literature review can serve to identify and
differentiate the many research topics in the field of digital identity. It can assist researchers in
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keeping track of this young and fast-growing research area, reduce search costs and highlight
worthwhile avenues for future research. The internet may have been built without an identity
layer — but researchers are working hard to change that.
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